
JAPAN’S CYBER DIPLOMACY: THE 
ESTABLISHMENT OF ASEAN-JAPAN 

CYBERSECURITY CAPACITY BUILDING 
CENTER (AJCCBC) 

UNDERGRADUATE THESIS 

 

 
 

Written by: 
RIZKY FADHILA 

(20160510149) 
 

 

INTERNATIONAL PROGRAM OF 
INTERNATIONAL RELATIONS 

FACULTY OF SOCIAL AND POLITICAL 
SCIENCE 

UNIVERSITAS MUHAMMADIYAH 
YOGYAKARTA  

2022 



 

i 
 

TITTLE PAGE 
 

JAPAN’S CYBER DIPLOMACY: THE 
ESTABLISHMENT OF ASEAN-JAPAN 

CYBERSECURITY CAPACITY BUILDING CENTER 
(AJCCBC) 

UNDERGRADUATE THESIS 

 
 

 
Written by: 

RIZKY FADHILA 
(20160510149) 

 
Advisor: 

Ali Muhammad, Ph. D 
 

INTERNATIONAL PROGRAM OF 
INTERNATIONAL RELATIONS 

FACULTY OF SOCIAL AND POLITICAL 
SCIENCE 

UNIVERSITAS MUHAMMADIYAH YOGYAKARTA  
2022 



 

iii 
 

STATEMENT OF ORIGINALITY 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

iv 
 

ENCOURAGEMENT 
 

 

“Hidup hanya sekali, hiduplah yang berarti” 

–Ahmad Fuadi 

 

“Remember, even the tough stuff gets easier with practice”  

–Matt D’Avella 

 

“Where ever you are, whatever you do, family should be 

your number 1 reason” 

 

 

 

 

 

 

 



 

v 
 

ACKNOWLEDGMENT 
 

This undergraduate thesis firstly started in the mid of 
November 2019 and come to an end in the first of July 2022, 
such a long time to finish an undergraduate thesis. The research 
was conducted under the supervisor of Sir Ali Muhammad, 
Ph.D. where the thesis proposal which consist of background, 
research question, theoretical framework, methodology of 
research, organization of writing, and set of research argument 
has been examined, revised, and approved by Sir Ali Maksum, 
Ph. D and Mrs. Ratih Herningtyas, S.IP., M.A. and the final 
result of the research has been presented and assessed on July 6 
2022 in front of two eximeners including supervisor, Sir Dr. 
Takdir Ali Mukti, S. Sos., M. Si., and Sir Drs. Husni Amriyanto 
Putra, M. Si. 

After many considerations with positive reviews and 
small revision, this undergraduate thesis be avowed passed the 
examination and can be acknowledged as legitimate 
undergraduate thesis and being endorse as a source of 
knowledge under the name of International Program of 
International Relations Department, Social and Political 
Science Faculty, Universitas Muhammadiyah Yogyakarta. 
However, it would have not been possible without the support, 
help, and guidance from various individuals whose 
contributions proved invaluable at every process of its stages. 
Therefore, the writer would like to thanks: 

1. My beloved Papa and Mama who have been 
patiently waiting and supporting their only son. It 
took me a very long time to complete this thesis, 
more than 2 years. Along the way, there were many 
obstacles that mostly arise from oneself, lack of 
confidence, feeling lazy, and feeling afraid of not 
being able to finish this thesis further prolonging 
the time needed to complete it. Infinite gratitude for 
having 2 angels who always there to support and 



 

vi 
 

pray for their child so that he can soon become a 
graduate and face the next phase of his life. You 
two are the biggest blessings in the world that Allah 
has ever create for me. 

2. Sir Ali Muhammad, Ph. D. as my full-time 
supervisor. I do realize there were so many 
mistakes that I did during my supervision. Coupled 
with 2 years without news and progress in writing 
this thesis, it adds to the weight of your work. Your 
contribution constitutes the bulk on my 
undergraduate thesis. You teach me, guide me, and 
inspire me the most. All of your word proved 
Invaluable because it means a lot to me, thank you 
so much. 

3. Sir Ali Maksum, Ph. D., Mrs. Ratih Herningtyas, 
S.IP., M.A., Sir Dr. Takdir Ali Mukti, S. Sos., M. 
Si., and Sir Drs. Husni Amriyanto Putra, M. Si., for 
being a part of my undergraduate thesis journey. 
All your suggestion, critique, correction, and input 
were very helpful in refining the objectives of the 
thesis topics. 

4. My lovely Mbak Pipit and Mbak Puput who have 
become my best alarm and time reminder. Maybe 
you won't be reading this, but without you, perhaps, 
your only brother wouldn't be able to graduate from 
this course. I love you guys. 

5. My best friend, enemy, and partner, Trias Desri 
Asmarita. Thank you for always be there for me. I 
know, writing your name here when we don't know 
what the two of us will be in the future would be a 
little bit silly. However, I am writing this as a token 
of my gratitude for all the support you have given 
me so far. Thank you so much Buy. 

6. My lovely little Nephew, Sheeva Alnaira Setiawan, 
thank you for being another source of happiness for 
your uncle, for being a medicine when stress hits 



 

vii 
 

and for being a source of inspiration for writing this 
thesis. 

7. Raihan Afifudin and Nadia Rossa Putri who have 
become the “Flintstones” and friends in completing 
this thesis. Without you guys, maybe, I'm still stuck 
on campus right now. You know what you have 
done for me, thank you. 

8. Gasyung Family, Dhony Kalisno Joan Tatra, 
Fachrizal Anshori Budimansyah, Luqman Nur 
Fauzan, Muhammad Ary Nuansa Slamet, and 
Rahmat Insani Ilman Lubis, my little family in 
college, thank you for accompanying my boring 
college days. 

9. Aisyah Wahdaniah Mulya Ningsih, Nabila Rizky 
Sri Handayani, Rizkan Halal Taiban, Muhammad 
Wiranata Pratama, Nurul Chaliza Usman, Dwiva 
Khaeranni, Favian Dwi Tantra, Salma Avia 
Permata Putri, Niar Maharani, Rizky Ihza Pratama 
Isman, Nadia Atma and IPIREL 16 colleagues 
which I cannot mention one by one. Thank you for 
accompanying my campus world all this time and 
for being very supportive friends. 

10. KKN Tawau CLC FGV Sahabat Team, Hilda 
Elroza Dewi, Annisa Rahmah, Desyani Twindy 
Hapsari, Meilisha Intan Zhakya, Indah Puspita 
Sari, Dewi Puspita Neng Ati, Andini Syafitri 
Ningrum and Nurjihan Mufida. Without all of you, 
my KKN live would be so boring, living almost a 
month with you guys made me realize how strong 
women are when combined into one group. 

Yogyakarta, 22th July 2022 

 

 

   Rizky Fadhila 
           NIM: 20160510149 



 

viii 
 

PREFACE 
 

Bismillahirrahmanirrahim, 

Alhamdulillahi robbil’alamin, praise and gratitude to 
Allah SWT who without His mercy, grace and help, this 
undergraduate thesis with the title “Japan's Cyber Diplomacy: 
The Establishment of ASEAN-Japan Cybersecurity Capacity 
Building Center (AJCCBC)” would not have been completed 
and become as it is today.  

This undergraduate thesis is presented to fulfill the 
requirements for the attainment of Bachelor Degree of Political 
Science under the International Program of International 
Relations Department, Social and Political Science Faculty, 
Universitas Muhammadiyah Yogyakarta. However, the writer 
believes that there are still many spaces in this undergraduate 
thesis can be updated in the near future. Therefore, advice, 
critique, input, and or even continuing research under this topic 
are permitted and highly recommended. 

Hopefully this undergraduate thesis can be useful for 
those who want to learn more about the role of Official 
Developmental Assistance (ODA) in the development of 
increasing the capabilities of countries in dealing with security 
problems, especially in the field of cyber security. The author 
will be very happy to hear that on another occasion, one of you 
can maximize the shortcomings in this research topic. 

Yogyakarta, 22th July 2022 

 

 

   Rizky Fadhila 
           NIM: 20160510149 



 

ix 
 

TABLE OF CONTENT 
 
TITTLE PAGE ........................................................................ i 

ENDORMENT PAGE ........................................................... ii 

STATEMENT OF ORIGINALITY ................................... iii 

ENCOURAGEMENT ........................................................... iv 

ACKNOWLEDGMENT ........................................................ v 

PREFACE ............................................................................viii 

TABLE OF CONTENT ........................................................ ix 

TABLE OF FIGURES .......................................................... xi 

ABREVIATIONS AND ACRONYMS ............................... xii 

THESIS ABSTRACT .......................................................... xiv 

CHAPTER I INTRODUCTION ........................................... 1 

A. Background ..................................................................... 1 

B. Research Question ........................................................... 8 

C. Theoretical Framework .................................................... 8 

C. 1. National Interest ...................................................... 8 

C. 2. Foreign Aid ............................................................ 13 

C. 3. Regional Security Complex Theory ...................... 16 

D. Research Argument ....................................................... 19 

E. Methodology of Research .............................................. 19 

F. Research Scope .............................................................. 20 

G. Organization of Writing ................................................ 20 

CHAPTER II GENERAL DESCRIPTION ....................... 22 

A. Japan .............................................................................. 22 



 

x 
 

B. ASEAN .......................................................................... 26 

C. Japan-ASEAN Relation ................................................. 27 

C. 1. Trade ...................................................................... 27 

C. 2. Investment ............................................................. 29 

C. 3. Tourism and Exchange Person .............................. 30 

D. Japanese Official Development Assistance (ODA) ...... 31 

D. 1. The Beginning of Japan’s ODA (1950s-1960s) .... 31 

D. 2. ODA as a means of Economic Growth (1960s-1970s)
 ........................................................................................ 33 

D. 3. The Changing of ODA (1970s-1980s) .................. 34 

D. 4. Expanding the Influence of ODA (1980s-1990s) .. 35 

D. 5. Initiatives as the Top Donor (1990s) ..................... 36 

D. 6. New Development Challenges of the 21st Century 
(2000s-Present) .............................................................. 37 

E. ASEAN-Japan Cybersecurity Capacity Building Center 
(AJCCBC) .......................................................................... 40 

CHAPTER III CYBERSECURITY AND JAPAN’S 
FINANCIAL ASSISTANCE ............................................... 44 

A. Cybersecurity Issues ...................................................... 44 

B. The Reasons for Japan's Financial Assistance for the 
Establishment of the ASEAN-Japan Cybersecurity Capacity 
Building Center (AJCCBC) ............................................... 47 

B. 1. Security Reason ..................................................... 47 

B. 2. Economic Reason .................................................. 49 

CHAPTER IV CONCLUSION ........................................... 51 

BIBLIOGRAPHY ................................................................ 53 

 



 

xi 
 

TABLE OF FIGURES 
 

List of Picture 

Picture 1 2.1 Map of Japan…………………………………...23 

List of Charts 

Chart 1 2.1 Japan GDP from 2013-2018……………………24 

List of Tables 

Table 1 2.1 Average GDP of various Developed Countries from 
2013-2018…………………………………………………...25 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

xii 
 

ABREVIATIONS AND ACRONYMS 
 

AEC   ASEAN Economic Community 

AIDS  Acquired Immunodeficiency Syndrome 

AJCCBC  ASEAN-Japan Cybersecurity Capacity 
Building Center 

AJCEP   Agreement on Comprehensive Economic 
Partnership  

AMS   ASEAN Member States 

APT  Advanced Persistent Threat 

ASEAN The Association of Southeast Asian Nations, 

CYDER Cyber Defense Exercise with Recurrence 

DAC   Development Assistance Committee 

DMZ  Demilitarized Zone 

EPAs   Economic Partnership Agreements 

ETDA  Electronic Transactions Development Entity 

EU   European Union 

GDP   Gross Domestic Product 

IDGs  International Development Goals  

IGO   Intergovernmental Organization 

JAIF   Japan-ASEAN Integration Fund 

JEMIS  Japan Emigration Service 

JICA   Japan International Cooperation Agency 



 

xiii 
 

JOCV  Japan Overseas Cooperation Volunteers 

LCCs   Low-Cost Carrier 

MDGs  The Millennium Development Goals 

ODA   Official Development Assistance 

OECD   Organization for Economic Co-operation and 
Development  

OECF   Overseas Economic Cooperation Fund 

OPEC  Organization of Petroleum Exporting 
Countries  

OTCA   Overseas Technical Cooperation Agency 

SIDS  Small Island Developing States 

TELMIN  Telecommunications and Information 
Technology Ministers Meeting  

TELSOM  Telecommunications and Information 
Technology Senior Official Meeting  

UHC  Universal Health Coverage 

UN   United Nations 

UNDP  United Nations Development Program 

US   United States 

USA   United States of America 

 

 

 


	RIZKY FADHILA_20160510149_SKRIPSI 1
	RIZKY FADHILA_20160510149_SKRIPSI 2
	RIZKY FADHILA_20160510149_SKRIPSI 4
	RIZKY FADHILA_20160510149_SKRIPSI 5
	RIZKY FADHILA_20160510149_SKRIPSI 6
	RIZKY FADHILA_20160510149_SKRIPSI 7
	RIZKY FADHILA_20160510149_SKRIPSI 8
	RIZKY FADHILA_20160510149_SKRIPSI 9
	RIZKY FADHILA_20160510149_SKRIPSI 10
	RIZKY FADHILA_20160510149_SKRIPSI 11
	RIZKY FADHILA_20160510149_SKRIPSI 12
	RIZKY FADHILA_20160510149_SKRIPSI 13
	RIZKY FADHILA_20160510149_SKRIPSI 14

